Thales
Offers Layers
of Protection

Multiple and overlapping layers

of protection provide security in a context
that is often technically challenging.
Thales brings a deep understanding

of security in the oil and gas business
from the field to the service station.

Security Risk Management defines
an adapted security policy and a
complete activity recovery plan.

Infrastructure Security includes

access control and intruder detection,
preventing unauthorised access

by individuals and vehicles, supplemented
by video surveillance.

Airborne, Ground and Maritime
Surveillance protects facilities from
threats wherever they may come from.

Supervisory, Control and Data
Acquisition [SCADA] Systems manage
vital infrastructure and processes.

Cyber Security protects digital
information systems from theft, loss,
corruption and attack.

Secure Communications Systems allow
uninterrupted and untapped voice and
data transmission within energy facilities
and with operations in the field.

Vehicle and Vessel Tracking, using
telematics and fleet management,
provides a complete, integrated
monitoring and management system

for mobile vessels or vehicles in the field
and for fuel tanker fleets distributing
products to service stations.

Security Operations Centres enable
operators to analyse threats, generate
early warnings, prepare intervention
programmes and manage crises.



Exploration and Drilling

As exploration and drilling activities move into increasingly remote and hostile
locations, the need for continuous security increases. According to the US Government
Energy Information Agency, “Areas to Watch” include field operations located in Algeria,
Bolivia, Caspian, Indonesia, Iran, Iraqg, Libya, Nigeria, Russia, Saudi Arabia, Sudan

and Venezuela."

For example, in Nigeria during May 2003, local labour disputes resulted in the holding
of nearly 100 foreigners hostage on four offshore rigs for over two weeks.

Personnel access to sensitive zones on the rigs must be tightly controlled to ensure
safety while also allowing freedom of movement for both company personnel and
appropriate subcontractors within authorised areas.

Security of data is as important as physical security. IT access control and secure

global connectivity are indispensable.
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